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F5’s Secure Multi-Cloud Networking Solutions 
Simplify Operations for Distributed 
Application Deployments
Mar 21, 2023 7:00 AM

F5 Distributed Cloud Services securely connect apps and APIs across cloud, hybrid, and edge 
environments

SEATTLE--(BUSINESS WIRE)-- F5 (NASDAQ: FFIV) today announced multi-cloud networking
(MCN) capabilities to easily extend application and security services across one or more public 
clouds, hybrid deployments, native Kubernetes environments, and edge sites. F5 Distributed Cloud 
Services are differentiated in providing connectivity and security at both the network and 
application layers. As an overlay across separate cloud provider offerings (including native cloud 
services), Distributed Cloud Services let F5 customers easily integrate network operations, 
application performance optimization and troubleshooting, and visibility through a single 
management console.

According to F5’s just released 2023 State of Application Strategy (SOAS) Report, 85% of 
organizations operate distributed application deployments, spanning traditional and modern 
architectures and multiple hosting environments. However, these distributed deployments add 
operational complexity and cost, obscure visibility, and increase the surface area for potential 
cyberattacks. F5 delivers a platform-based approach that is cloud-agnostic and purpose-built to meet 
the needs of traditional and modern apps—all without increasing complexity or losing granular 
control and necessary visibility. Specifically, today’s introduction of Distributed Cloud App Connect
and Distributed Cloud Network Connect unlocks enhanced MCN use cases.

New Distributed Cloud Services Simplify App and Network Connectivity

Traditional network design and infrastructure models are unable to accommodate the demands of 
modern apps and the digital experiences they provide, largely because newer microservices-based 
apps rely on distributed Kubernetes cluster services and APIs, and are not constrained to a single 
cloud location or even a single cloud provider. Per the 2023 SOAS Report, the top-rated multi-cloud 
challenges are managing the complexity of associated tools and APIs, applying consistent security 
across apps, and optimizing app performance. To properly address these challenges, a more 
comprehensive approach to secure MCN is required—one that provides:

An integrated service stack that addresses both layer 3 transit and layer 7 app-to-app service 
networking between clouds and distributed applications to minimize complexity and increase 
agility.
End-to-end security for both networking between clouds/locations and for the protection of 
the workloads being connected, with unified policy controls for faster response to evolving 
threats.
Cloud-agnostic orchestration for application discovery, networking, and security, as well as 
for end-to-end private connectivity.
Granular control of app-to-app communications for modern apps with embedded app security.

https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.f5.com%2Fsolutions%2Fuse-cases%2Fmulti-cloud-networking&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=multi-cloud+networking&index=1&md5=637dc1df84f0cf545525b45dc5017a70
https://cts.businesswire.com/ct/CT?id=smartlink&url=http%3A%2F%2Fwww.f5.com%2Fstate-of-application-strategy-report&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=2023+State+of+Application+Strategy+%28SOAS%29+Report&index=2&md5=b38d93a83292dbc14532857847ab2018
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.f5.com%2Fcloud%2Fproducts%2Fplatform-overview&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=platform-based+approach&index=3&md5=6b9ff6d304cf2a1e6ee43b5ee7fb685d
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.f5.com%2Fcloud%2Fproducts%2Fapp-connect&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=Distributed+Cloud+App+Connect&index=4&md5=0c48271bbfb6911df333ad86dc59a1fa
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.f5.com%2Fcloud%2Fproducts%2Fnetwork-connect&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=Distributed+Cloud+Network+Connect&index=5&md5=26371bfeb26fc8a2cef126223681c9ac
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“Secure app-to-app connectivity is obviously a goal for every digital organization, but how this is 
achieved has become increasingly important,” said Michael Rau, SVP and General Manager, F5 
Distributed Cloud Platform and Security Services. “The proliferation of cloud and hybrid 
architectures has coincided with the rise of microservices and API-heavy distributed applications—
all of which contribute complexity and diminish visibility. Distributed Cloud Services greatly 
expand our ability to serve customers’ hybrid and multi-cloud use cases, providing unparalleled 
agility and security for global infrastructure and app environments.”

F5 is uniquely positioned to deliver necessary enabling technologies for MCN by connecting and 
securing any app and any API anywhere, ensuring fast network-to-network and workload-to-
workload connectivity across different cloud locations, data centers, hybrid environments, and 
enterprise edge sites. In the year since the introduction of Distributed Cloud Services, F5 has 
continued to expand the capabilities delivered as SaaS and managed services, including the recent 
addition of Distributed Cloud App Infrastructure Protection. Today’s announcement furthers the 
reach of Distributed Cloud Services through the following new SaaS offerings:

Distributed Cloud App Connect provides an integrated stack approach through a single 
console to combine comprehensive app networking with full app security, faster provisioning, 
and ease of use.

Advanced app networking services including load balancing, API gateway, ingress/
egress control, and end-to-end visibility.
Automated or one-click provisioning of additional web application and API protection 
(WAAP) services such as web application firewall, DDoS, bot mitigation, and API 
security.
Native Kubernetes integration with fine-grained control on app-to-app and even 
specific API-to-API communications without exposing the underlying network, greatly 
reducing security risks and increasing speed of app delivery.

Distributed Cloud Network Connect makes it highly secure and simple to deploy 
connectivity across cloud locations and cloud providers.

Automated provisioning and orchestration of cloud provider connectivity services to 
reduce management complexity and increase visibility.
Secure connectivity and extensibility with intent-based micro-segmentation and service 
insertion of third-party network functions virtualization (NFV).
Optional fully private F5 Global Network to optimize app performance and provide 
high-speed private connectivity to public cloud providers.

“Enterprises’ cloud strategies are evolving from multiple apps spread across multiple clouds to true 
multi-cloud architectures with distributed workloads. That will require cloud and network architects 
to design their multi-cloud networks to provide both network- and application-layer connectivity,” 
said Zeus Kerravala, founder and principal analyst, ZK Research. “F5 has long been a leader in 
application networking, and their Distributed Cloud Services provide a fully integrated set of layer 
3–7 services for securely connecting across clouds and workloads, even those deployed at the edge 
or branch office.”

“Our clients have begun embracing the concept of distributing workloads and entire applications 
across different cloud providers, as well as hybrid architectures that include data centers or edge 
locations,” said Colin Williams, Business CTO, Networking & Security, Computacenter UK. “With 
that strategy comes the challenge of reducing infrastructure complexity across multiple and varied 
environments, especially when connecting both networks and applications while maintaining 
consistent security and visibility. F5 Distributed Cloud Services provide easy-to-use SaaS-based 
multi-cloud networking to help our clients quickly and securely connect their distributed cloud 
instances and workloads.”

https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.f5.com%2Fcompany%2Fnews%2Fpress-releases%2Ff5-protection-digital-world-f5-distributed-cloud-services&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=introduction+of+Distributed+Cloud+Services&index=6&md5=b97523cab335af3637f8c461116e06f0
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.f5.com%2Fcompany%2Fnews%2Fpress-releases%2Fsaas-based-security-distributed-cloud-aip&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=Distributed+Cloud+App+Infrastructure+Protection&index=7&md5=f6af6c31745ae4c5d330e8315fc7f8cd
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.f5.com%2Fcloud%2Fproducts%2Fdistributed-cloud-console&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=console&index=8&md5=9c84c8a16e23143f24224fbf336f6d34
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.f5.com%2Fcloud%2Fproducts%2Fglobalnetwork&esheet=53365005&newsitemid=20230321005374&lan=en-US&anchor=F5+Global+Network&index=9&md5=c374183948c88e2f0d7728fc79796268
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Industry Insights for Hybrid and Multi-Cloud in F5’s State of Application Strategy Report

Based on the surveyed responses of more than 1,000 IT decision makers from around the globe, F5 
is also introducing its 2023 State of Application Strategy (SOAS) Report. Hailing from a broad mix 
of industries, IT leaders share their priorities and concerns with F5 in this ninth annual report 
focused on digital transformation. Data was provided by individuals in a wide range of IT and 
managerial roles, from the C-suite to the trenches of app development. Among the findings is that 
long-term business growth for all types of organizations will rely on identifying ways to ease 
management across increasingly complex and distributed systems. With a collection of statistics 
available noting the continued prominence of hybrid and multi-cloud app deployments, the 
complete report is available at: www.f5.com/state-of-application-strategy-report

Additional Resources

Multi-Cloud Networking: Challenges and Opportunities – F5 Blog
Secure Multi-Cloud Networking: The Key to Hybrid, Multi-Cloud, and Edge Success – F5 
Blog

About F5

F5 is a multi-cloud application services and security company committed to bringing a better digital 
world to life. F5 partners with the world’s largest, most advanced organizations to secure and 
optimize every app and API anywhere—on premises, in the cloud, or at the edge. F5 enables 
organizations to provide exceptional, secure digital experiences for their customers and 
continuously stay ahead of threats. For more information, go to f5.com. (NASDAQ: FFIV)

You can also follow @F5 on Twitter or visit us on LinkedIn and Facebook for more information 
about F5, its partners, and technologies.

F5 is a trademark, service mark, or tradename of F5, Inc., in the U.S. and other countries. All other 
product and company names herein may be trademarks of their respective owners.
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